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Hi Terry, 

Almost every system is affected by Spectre: Desktops, Laptops, Cloud Servers, as well as Smartphones. More 
specifically, all modern processors capable of keeping many instructions in flight are potentially vulnerable. In 
particular, Spectre has been verified on Intel, AMD, and ARM processors. 

Certainly aviation is also at risk, I see no exception here. Why is that, if hackers develop malware to exploit the 
Intel security flaws, and this become hidden part of a program that somebody then uses for an aviation system, 
the system could become vulnerable to the hacker. 

It is very unlikely to happen for critical flight systems from Design Assurance Levels (DAL) A - B - C to be 
impacted as they keep strict traceability of all the source code used in the project back to the low-level software 
requirements and up to the high level requirements. Third party software is not allowed for critical systems 
unless you qualify the tools.  

BUT for systems with DAL D - E the story is different. And yes, Wireless IFE systems are all in this category: 

    DAL D systems:  are not required to trace requirements down to source code. They are only required to 
trace high level requirements with test cases and test reports. You can use whatever software, including third 
parties, to implement the system and you only need to demonstrate compliance with requirements with test 
cases and procedures.  

    DAL E systems: you can do whatever you want, there is no guidelines and requirements for this level. So 
this is even more vulnerable. Most IFE systems today are DAL E! 

 Again, luckily for us, this is very unlikely to happen on very critical systems DAL A-B-C, but it can affect IFE 
systems on board aircrafts. 

See attached the DO178C guidelines for requirements traceability for all aircraft systems depending on the 
DAL classification. (Diagram on the following page) 

Jose Gonzalez 
CEO 

jose.gonzalez@galgus.net 
+34 618 381 889 
Calle Itálica 1, 1º. 
41900 Camas, Seville. Spain. 
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Hi Jose, 
  
Yes, you are correct, as all DAL-A and DAL-B system I know use a specific operating system that does not 
allow memory reuse, I very much doubt this is malware would effect the processors or the operating systems 
certified to DAL-A or DAL-B. 
  
Due to memory reuse and visualization built into processors and used by operating systems, it makes they very 
much prone to have mal-ware able to operate across the memory boundaries.  These advances in design have 
provided huge increases in processing speed, so it was always a trade off in the commercial market place. 
  
This said, our DAL-A and DAL-B solutions that do not meet the guidance in RTCA DO-326, DO-355, and DO-
356, could be at risk. Specific mal-ware could be created that could affect the avionics equipment operation, 
not unlike what the Stuxnet virus was able to achieve.  It is important to understand that any equipment that 
requires updates, such as a Nav Data Base could be exposed to Mal-Ware that was never intended to be 
loaded into the avionics. 
  
While DO-178 is a great document for testing and validation, our industry should look for security guidance in 
other documents.   Both FIPS 140 (https://en.wikipedia.org/wiki/FIPS_140)  and Common Criteria 
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(https://en.wikipedia.org/wiki/Common_Criteria) are good documents to provide security guidance for 
aerospace solutions.     
  
To provide the highest levels of  security requires an ASIC and this can be achieved today using an FGPA with 
defined firmware (DO-254).  Some FPGA vendors such as 
Microsemi  (https://www.microsemi.com/products/fpga-soc/fpga-and-soc)  are able to make radiation hardened 
FGPAs that can operate at Gigibit speeds to replace processors and switches, due to the advances in the 
industry in the last few years, these solutions are very competitive on both power and cost of traditional 
microprocessor/Ethernet switch based designs. 
  
These types of solutions are common on high value military platforms that are certified to FIPS 140-2, and we 
should all understand that if we do not protect key systems, we are just one bad actor away from an event.  
  
We have been using FGPA in our designs for 8 years, and the reliability is without a doubt outstanding in 
addition to the security.   We used an FGPA made into an ASIC in our 
SATM,  http://www.thompsonaerospace.com/files/TA-SATM-PB.pdf, that provides all the data processing, and 
data routing including 100 BaseTx Ethernet, the FGPA is approved to very wide temperature ratings, and is 
instant on, and is impossible to lock up.  I am sure we have all have had the dreaded semaphore lock up on us, 
FGPAs allow state machines that make sure each section is partition providing one section does not effect the 
operator of another.    This said, FGPA designs will take longer to achieve, but are much more secure and 
robust when put into service. 
  
Thanks for including us on the threat, 
  
Best Regards, 
  
Mark Thompson 
 
	


